Human vs Al: Insecure Use of Security-Sensitive Functions in
Al-generated Code in Comparison to Human-written Code

JoonKu Lee
jnkuhafnir@korea.ac.kr
Korea University
Seoul, Republic of Korea

Seunghoon Woo
seunghoonwoo@korea.ac.kr
Korea University
Seoul, Republic of Korea

Abstract

As unsafe code created by Large Language Models (LLMs) pose a
significant security risk, uncovering the root cause of insecure Al-
generated code has become a major challenge. This paper presents a
comparative study between human-written code and Al-generated
code to reveal the fundamental differences between LLMs and de-
velopers when creating dangerous code. Experiments focus on the
unsafe use of Security-Sensitive Functions (SSFs), i.e., functions
that are insecure when used improperly. Stack Overflow questions
are used as common inputs for both programmers and three LLMs
to create code samples, which are evaluated using multiple code
testing tools. Our evaluation reveals that SSFs are used more in Al-
generated code, but are more dangerously used in human-written
code. SSFs that frequently cause vulnerabilities must be considered
when preventing software risks in Al-generated code.
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1 Introduction

Large Language Models (LLMs) with coding capabilities are widely
adopted for software development. To employ Al-generated code
in real-world applications, we need assurance that the code is safe
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Figure 1: Overview of the comparison process between
human-written code and Al-generated code.

to use. While some works have emphasized the risk of software
vulnerabilties in Al-generated code [1, 2, 3], most studies do not
explore the underlying causes of such vulnerabilities.

To overcome these challenges, we analyze the security of Al-
generated code via a comparison with human-written code, to
discover how the coding tendencies of LLMs can cause software
vulnerabilities. Potentially dangerous functions in the C standard
library, which we call Security-Sensitive Functions (SSFs), are de-
tected in both types of code using three Static Application Security
Testing (SAST) tools. A large proportion of vulnerabilities originate
from function use, making SSFs appropriate targets for analysis.

Through our analysis, we have discovered SSFs are incorporated
more frequently in Al-generated code, but cause more vulnerabil-
ities when utilized by human programmers than LLMs. Certain
types of vulnerabilities caused by SSFs are difficult to prevent as
a user of a LLM, making such SSFs blind spots in Al-generated
code security. Due to this, the output of LLMs must constantly be
evaluated to identify software risks and devise mitigation strategies.

2 Method

To compare human-written code and Al-generated code, we collect
question posts from the online Q&A forum Stack Overflow to create
code samples that are tested for vulnerabilities. We restrict the
programming language to C, which is the language with the highest
number of recorded CWEs (92) [4]. Figure 1 depicts the entire
process of collecting and comparing the two code types.
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Figure 2: Security-Sensitive Functions used by each code

source. (Stack Overflow, GPT, Claude, Gemini)

1) Source of Input: To carry out a fair comparison, we use Stack
Overflow questions which are interpreted by a human programmer
to write code, as well as used as prompts given to LLMs. Question
posts are collected from the Stack Exchange Data Dump, a dataset
including every Stack Overflow post since 2008. Posts involving
C programming and posted after the knowledge cutoft of selected
LLMs (to prevent data leakage) were targets for collection.

2) Human-written code: For each question post, the first ver-
sion (before any edits) of each accepted answer is collected as
human-written code. The initial collection is filtered by removing
code that is excessively short (<4 lines) or includes syntax errors,
resulting in 113 C files. Previous works have highlighted the pos-
sibility of insecure code in Stack Overflow posts [5], making this
code sample an apt target for analysis.

3) Al-generated code: The 113 question posts are also used to
generate the required sample of Al-generated code. For the LLMs
used to generate code, GPT-5, Claude Sonnet 4, and Gemini Pro 2.5
were chosen due to their recency and high popularity by the public
as well as previous works on LLM security [6, 7, 8]. Each question
post is used as a prompt three times, resulting in 339 code files.

4) SSF parsing: Our analysis of code security is targeted on a
set of SSFs, created using the following resources on secure coding.

e Microsoft’s list of banned functions [9]
e SEI CERT C Coding Standard [10]
e NIST Secure Software Development Framework [11]

Functions that were clearly stated to be potential causes of a
software vulnerability in any of the three above resources were
collected to create the set of SSFs.

5) Vulnerability detection: We select SAST tools that can find
security flaws even in incomplete or erroneous code, and are widely

Label  Vulnerability type Security-Sensitive Functions
fgetc, getchar, gets, memcpy, read, strcat,
strepy, strlen, strncpy, strtok, weslen

fprintf, scanf, sprintf, sscanf,

BO Buffer overflow

FS Format string swprintf, viprintf, vprintf, vsnprintf
RC Race condition fopen, open, tmpfile, readlink

SE System & environment chmod, getenv, system

MM Memory management  malloc, realloc

oT Others atoi, srand

Table 1: SSFs detected by SAST tools.
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Figure 3: Number of vulnerable SSFs compared to safe SSFs,

based on SAST results.

adopted in other studies on code security. Cppcheck, Flawfinder, and
Semgrep were employed to find vulnerabilties caused by improper
function use. Table 1 shows SSFs that are found in our code samples
and are detectable by the SAST tools.

6) Prompting for secure Al code: We consider different prompt
structures by appending phrases to the question posts. These prompts
are used to generate the initial code from Stack Overflow posts, as
well as refined code with modified prompts.

A. “Give your answer in the form of a complete C program that
runs without issues."

B. “Make sure your code does not have any software
vulnerabilities."

C. Instruction specific to SSF.
(e.g., “strcpy() does not check for buffer overflows when
concatenating to destination. Consider using strcpy_s.")

o InitialCode = GPT(SO_question + A)
o RefinedCode_general = GPT(SO_question + B)
o RefinedCode_specific = GPT(InitialCode + C)

3 Evaluation

In this section, we share our results of the experiments carried out
to evaluate the security of Al-generated code.

Figure 2 displays the accumulated number of each Security-
Sensitive Function call. Both graphs show that human developers
are more likely to include SSFs in their code than LLMs, with this
result being constant for all three LLMs.

While SSF count per file is our main unit for measuring the
frequency of SSFs or the secureness of code, we also considered the
fact that Al-generated code can, on average, be longer than human-
written code snippets. Therefore, we also compared SSF count per
Line of Code (LoC), with results being identical to comparison by
file count.

Figure 3 includes the number of potential vulnerabilities de-
tected by the SAST tools, and shows the rate of SSFs that are used
insecurely in each code sample. Contrary to SSF usage, Human-
written code shows a higher proportion of vulnerable SSFs than
Al-generated code. In our sample code, 54% of SSFs in code written
by Stack Overflow users were seen as dangerous, which is 20%
higher than the SSF vulnerability rate of GPT-written code (34%).

The fact that results of the two figures differ is significant; it sug-
gests that when users of code generating LLMs deploy the output
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SSFs BO ES RC SE oT
getchar gets memcpy read strcpy strlen strncpy  weslen scanf  sprintf | fopen | system atoi
Initial code 3 3 37 13 9 36 10 2 3 2 14 2 4
Refined code 2 0 26 12 2 13 1 0 3 1 2 2 1
Vuln. decrease | 33.33% 100.00% 29.73%  7.69% 77.78% 63.89% 90.00% 100.00% | 62.50% 50.00% | 85.71% | 0.00% | 75.00%

Table 2: Number of code files including vulnerable SSFs, for initial and refined code samples.

code in their softwares, there is a higher probability of vulnerabili-
ties being invoked compared to when using human-written code.
This is especially true when human developers edit the LLM’s out-
put code for their needs, or when they create their own code in a
similar structure as the Al-generated code.

Table 2 includes the counted values of each vulnerable SSF de-
tected. The rate of vulnerability decrease in refined code compared
to initial code varies between SSFs.

1) SSFs with high vulnerability decrease.

e gets(): Many secure coding resources and code analysis tools
advise developers to avoid this function altogether, usually
suggesting fgets() as an alternative. Requesting the use of an
alternative function is effective in reducing vulnerabilities,
since it is easy to understand by the LLM.

o strepy(), strlen(), strncpy(), weslen(), scanf(): Similar to gets(),
these functions have safer alternatives in the “_s" suffix func-
tions (e.g., strncpy_s() shown in Figure 4.)

e atoi(): Compared to human programmers that may be less
cautious of security issues, LLMs show strength in includ-
ing error handling code. Vulnerabilities were prevented by
checking the possible range of outputs.

2) SSFs with low vulnerability decrease.

For functions that do not have alternatives that are clearly safer, it
is more difficult to request the LLM for more secure code. This is
why although functions such as getchar() and memcpy() are in the
same category as strcpy() and strlen(), they show a much lower rate
of vulnerability decrease. The SSF which LLMs had most trouble
with was read(), showing only a 7.69% vulnerability decrease.
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Figure 4: Comparison between initial AI-generated code in-
cluding strcpy() and refined code, created by requesting GPT
to avoid misuse of the strcpy() function.

Results suggest that certain SSFs can be safely employed by LLMs
with simple instructions, such as using a safer function or adding
additional lines of code. Conversely, LLMs have more difficulties
handling SSFs that require more complex methods of preventing

vulnerabilities. Such functions should be taken into stronger con-
sideration when developing and training safer LLMs.

4 Conclusion

Our work shows how LLMs and human developers create insecure
code by misusing SSFs. Because LLMs include SSFs more frequently
in code, human programmers must be cautious of software vulner-
abilities when using Al-generated code. The prevalence of such
vulnerabilities also suggests that LLMs must constantly be devel-
oped and trained to consider security aspects when creating code.
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