


2

INDEX



1 2 3 4 5



1 2 3 4 5

•

•

Target Bluetooth
Device

Fuzzer

Invalid test packet



1 2 3 4 5

•

•

Target Bluetooth
Device

Fuzzer

Invalid test packet



1 2 3 4 5

•

•



1 2 3 4 5

  

•



1 2 3 4 5

  

•



1 2 3 4 5



1 2 3 4 5



1 2 3 4 5

•

•

Bluetooth
Specification

Preprocessing
P1. State 
Machine

Construction

Fuzzing

Mutated
Packet

P3. Crash DetectionTarget Bluetooth
Device

P2. Cluster-
based Packet 

Mutation

Target-oriented 
State Machine 

with State Clusters



1 2 3 4 5

G

H

JF

A K

L

M

B C

G

JF

A K

L

M

1

2

4F

A K

L

M

3



1 2 3 4 5

•

•



1 2 3 4 5

•

•



1 2 3 4 5



1 2 3 4 5

G

H

JF

A K

L

M

B C

G

JF

A K

L

M

M M



1 2 3 4 5

G

JF

A K

L

M

1

2

4F

A K

L

M

3



1 2 3 4 5

•

•



1 2 3 4 5

Target Bluetooth
Device

Fuzzer

mutated packet



1 2 3 4 5

•

•

•

•



1 2 3 4 5

•

•



1 2 3 4 5

• 

• 



1 2 3 4 5

௧





1 2 3 4 5

•

•

•



1 2 3 4 5

•

•

•

•

•


