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1. Background

1-1. Bluetooth Classic Stack 12345

| Bluetooth is short-range wireless technology standard

! Bluetooth L2CAP

The L2CAP facilitates the transmission and reception between lower and upper-level

User { [ Bluetooth Application ]

—/

[ Serial Port Profile (SPP) / Application Interface

Object Exchange (OBEX
Host [ : = ge ) ] Service Discovery
sw) Radio Frequency Protocol (SDP)
Communications (RFCOMM
Logical Link Control and Adaption Protocol (L2CAP)

——————— Host Controller Interface (HCl) ——————-

ol [ Link Manager Protocol (LMP) ]

—

(Fw) ( BR/EDR Physical Layer |

[Bluetooth BR/EDR Stack]
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1. Background

1-2. Stateful Fuzzing 12345

| Stateful fuzzing is effective in identifying L2CAP vulnerabilities

I Stateful fuzzing

* The communication process of the L2CAP can be represented by states

* A fuzzing technique designed to consider these states to detect potential threats

Invalid test packet —
—_——— Target Bluetooth
[ Fuzzer J ik [ Device ]
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1. Background

1-2. Stateful Fuzzing 12345

| Stateful fuzzing is effective in identifying L2CAP vulnerabilities

I Stateful fuzzing

* The communication process of the L2CAP can be represented by states

* A fuzzing technique designed to consider these states to detect potential threats

Invalid test packet —
[ Fuzzer ]ﬁ )B [ Target Bluetooth ]

/ Device
2
Ignore or Reject !
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2. Motivation

2-1. Motivation 12345

| Thereis a gap between specification and device

« The L2CAP state machine in the specification differs from the one in the device

« Bluetooth devices are implemented based on the specification, but are modified

e
"’ 7;

CST_W4_L2CAP_

CONNECT_RSP
CST_ORIG_
W4_SEC_COMP

\ W4 _SEC_COMP _ \‘%
CST_W4_L2CA
_W4_L2CA_ CST_W4_L2CA_
CONNECT_RSP " DISCONNECT_RSP

~ cs’r_m_uc.«ﬁ_@ \
[State machine of Bluetooth 5.2 specification] [State machine of BlueDroid v12.1.0.r19]

DISCONNECT RSP
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2. Motivation

2-2. Challenge #1 12345

| Difficulty in precisely generating a state machine

« States = {Normal states, Missing states, Hidden states}

v Normalstate: (N) v Missingstate: (M) v Hidden state: (H
(M)
o (G)
® S AL
o (L)
® (©
[Example state machine [Example state machine

of specification] of device]
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2. Motivation

2-2. Challenge #1 12345

| Difficulty in precisely generating a state machine

« States = {Normal states, Missing states, Hidden states}

v Normalstate: (N) v Missingstate: (M) v Hidden state: (H
(M)
= O
® 3 AL
= (U
® ©

r We need to precisely generate the state machine for the
target device by addressing the missing and hidden statesJ
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2. Motivation

2-2. Challenge #2

12345

| Difficulty in correctly tracking states during fuzzing process

The current state of the target device # Target state of the fuzzer

Test packet is likely to be ignored or rejected early

e ) >
’ e S e s

2

' AIT SEND

[ Target device
QFLosEn::?'

\ _ ‘-—cowueﬁ
Fuzzer [~

[State machine of Bluetooth 5.2 specification]
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2. Motivation

2-2. Challenge #2 12345

| Difficulty in correctly tracking states during fuzzing process

The current state of the target device # Target state of the fuzzer

Test packet is likely to be ignored or rejected early

[ Target device]7 |

i
&W’

/) G
' o=
, ——\ LA
22— e
o.FLOSED )7 K AT seny (J w
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 connECT SIS WAIT

I To achieve effective stateful fuzzing,
it is essential to identify the target device's current state I
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3. BLOOMFUZZ

3-1. BLOOMFUZZ 12345

| Discovering L2CAP vulnerabilities via state cluster fuzzing
with target-oriented state machines

—
3 [ Target Bluetooth ] bl P3. Crash Detection

o Device ------------
Preprocessing Fuzzing |

P1. State Target-oriented P2. Cluster-
[sBéléﬁ?ggttign ]9 Machine State Machine based Packet = lvlljgtcalfeetd
P Construction with State Clusters Mutation

| Key techniques

« State clustering

« Generating target-oriented state machine
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3. BLOOMFUZZ

3-1. BLOOMFUZZ 12345

| High-level workflow

1. Spec state machine 2. Missing states 3. Hidden state
generating pruning addressing

BLOOMFUZZ mutate packets and performs fuzzing

based on this target-oriented machine.
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3. BLOOMFUZZ

3-2. State clustering (P1) 12345

| Acluster is a set of one or more states with similar attributes

Cluster

IDX States Commands Role™
« Valid *L2CAP commands I [ oose AL comends c/P
2 WAIT_CONNECT L2CAP_Connect_Req/Rsp P
3 WAIT_CONNECT_RSP L2CAP_Connect_Req/Rsp [}
H 4 WAIT_CREATE L2CAP_Create_Channel_Req/Rsp P
* Therole on the target device i g e Gl Tt ¢
6 WAIT_CONFIG L2CAP_Configuration_Req/Rsp C/P

WAIT_SEND_CONFIG,
WAIT_CONFIG_RSP,
*k 1+1 1 7 JrirUJAIT_.'LI‘\!D_FIl\hﬁxL_RSl'-’, i i P
Most transitions are carried out through L2ZCAP commands oo s RARG Ormhiaerehrin ey Bew

TinulxI‘I‘_C(’ll‘\lTR[)L_IND

WAIT_CONFIG_REQ,

WAIT_CONFIG_REQ_RSP,
8 TWAIT_IND_FINAL_RSP, L2CAP_Configuration_Req/Rsp C
TWAIT_FINAL_RSP,
TWAIT_CONTROL_IND

9 OPEN All commands C/p

10 WAIT_MOVE, LZCAP_Mcve_Channel_Req/Rsp, P
WAIT_MOVE_CONFIRM L2CAP_Move _Channel_Confirmaticn_Req/Rsp

1 WAIT_CONFIRM_RSP, L2CAP_Move_Channel_Req/Rsp, o
WAIT_MOVE_RSP L2CAP_Move_Channel_Confirmation_Req/Rsp

12 WAIT_DISCONNECT L2CAP_Disconnection_Req/Rsp C/P

*The role of the target device (Central or Peripheral); States belonging to Clusters #7 and #8.
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3. BLOOMFUZZ

3-2. State clustering (P1)

12345

| Acluster is a set of one or more states with similar attributes

e Valid *L2CAP commands

* Therole on the target device

*Most transitions are carried out through L2CAP commands

| BLOOMFUZZ can achieve two key effects:
1. The ability to handle to hidden states

2. The efficient generation of test packets with
a low probability of rejection

Computer & Communication Security Lab, Korea University

C}llljs)t(er States Commands Role
1 CLOSED All commands C/p
2 WAIT_CONNECT L2CAP_Connect_Req/Rsp P
3 WAIT_CONNECT_RSP L2CAP_Con_nect_Req/Rsp (&}
4 WAIT_CREATE L2CAP_Create_Channel_Req/Rsp P
5 WAIT_CREATE_RSP L2CAP_Create_Channel_Req/Rsp C
6 WAIT_CONFIG L2CAP_Configuration_Req/Rsp C/P

WAIT_SEND_CONFIG,
WAIT_CONFIG_RSP,
7 TWATT_IND_FINAL_RSP, L2CAP_Configuration_Req/Rsp P
TWAIT_FINAL_RSP,
TWA IT_CONTROL_IND
WAIT_CONFIG_REQ,
WAIT_CONFIG_REQ_RSP,
8 *WAIT_IND_FINAL_RSP, L2CAP_Configuration_Req/Rsp a
TWAIT_FINAL_RSP,
WA IT_CONTROL_IND
9 OPEN All commands C/p
10 WAIT_MOVE, LZCAP_Mcve_Channel_Req/Rsp, P
WAIT_MOVE_CONFIRM L2CAP_Move _Channel_Confirmaticn_Req/Rsp
1 WAIT_CONFIRM_RSP, L2CAP_Move_Channel_Req/Rsp, a
WAIT_MOVE_RSP L2CAP_Move_Channel_Confirmation_Req/Rsp
12 WAIT_DISCONNECT L2CAP_Disconnection_Req/Rsp C/P

*The role of the target device (Central or Peripheral); States belonging to Clusters #7 and #8.
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3. BLOOMFUZZ

3-3. State machine construction (P1) 12345

I BLOMMFUZZ generates the state machine by addressing the missing and hidden states

1. Generating a specification-based state machine

A manual analysis of the specification while considering all the states and transitions

Computer & Communication Security Lab, Korea University 15




3. BLOOMFUZZ

3-3. State machine construction (P1) 12345

I BLOMMFUZZ generates the state machine by addressing the missing and hidden states

2. Pruning missing states

2.1. Traversing the specification-based state machine

2.2. Verifying whether the states specified in the specification are implemented in the target device

u S
> L TN
N o

\ \
/ ‘\M,

-

(

Example of Spec state machine State machine
with missing states pruned
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3. BLOOMFUZZ

3-3. State machine construction (P1) 12345

I BLOMMFUZZ generates the state machine by addressing the missing and hidden states

3. Addressing hidden states

3.1. Record communication

3.2. Parse and transform into the state machine

State machine Addressing hidden states
with missing states pruned with clusters
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3. BLOOMFUZZ

3-4. Cluster-based packet mutation (P2)

123145

| Field classification

« BLOOMFUZZ generates valid packets for target cluster

« Then, BLOOMFUZZ performs mutations only in fields that do not affect the packet validity

— L2CAP Header

1

L2CAP Payload

\

[Mutable field selection for packet mutation]

Payload Length | Channel ID Code Identifier Data Length : ;
(depends on Payload) 0x0001 Saingfafg) (deg:\zg:)on (depends on Data) Data Fields Garbage Field
Mutable
PSM | SCID | DCID | ICID | CONT ID Default

Mutable
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3. BLOOMFUZZ

3-5. Crash Detection (P3) 12345

| BLOOMFUZZ detects crashes by sending mutated packets to the target device

Error |y

#m
@[ Fuzzer J * [ TargeSerl;.(lzztooth J

@ 12ping
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4. Evaluation

4-1. Experimental Setup 12345
| Experimental environment
* Ubuntu 20.04.LTS
* 16 GB memory, Intel Core i5-7500 CPU @ 3.30 GHz, and 64 GB SSD
« Cambridge Silicon Radio Bluetooth Classic dongle
I Ta rget deVICeS \ID| Type |Vendor| Name ‘ OS/FW~
D1| Laptop LG Gram Windows 10
D2| Laptop LG Gram Ubuntu 18.04.4
D3| Phone | Google Pixel7 Android 14
D4| Phone | Google Pixel3 Android 12
D5| Tablet |Samsung|Galaxy Tab $6 Litel Android 12
D6|EarphonelSamsung| Galaxy Buds+ R175XXUQAUKI1
D7 Earph{;-ne Xiaomi | Redmi Buds 3 Pro 1.0.9.9
| Comparison target
 BSS, BFuzz, L2Fuzz
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4. Evaluation

4-2. Experiment on crash detection 12345

| BLOOMFUZZ discovered 56 crashes

#Detected crashes in each fuzzer

Target
BLoomFuzz [ L2Fuzz T BFuzz ( BSS
D1 | Jy s 0 3 0
D2 6 0 0 0
D3 8 0 8 0
D4 1 0 0 0
D5 0 0 12 0
D6 14 4 0 0
D7 10 26 0 0
Total 56 30 23 0

[Crash detection results of each fuzzer]

* We reported two vulnerabilities that were reproducible among the detected crashes
to the respective vendors

* Only BFUZZ was able to find the crash on D5 because it mutates all fields
that BLOOMFUZZ and L2FUZZ do not
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4. Evaluation

4-3, Effectiveness of state machine generation 12345

| BLOOMFUZZ precisely generates a target-oriented state machine

« Q7. How effectively are missing states pruned (Ap)?

« Q2 How effectively are the implemented states identified (A;)?

5B B Ground Truth M BLooMmFuzz M 12FUZZ BFuzz BSS
a 6 (2%)
¥ 3 3 9 5 ]
o L I L—
#Identified #Addressed #Eliminated
Normal States Hidden States Missing States

*: #Traceable hidden states

*Ground Truth: Pixel 3 running to Android 12
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4. Evaluation

4-4, Efficiency of state tracking and packet mutation 12345

| BLOOMFUZZ shows the packet acceptance (4;) of 77%
and the mutation efficiency (M,) of 49%

Fuzzers ‘ #Total Sent Pkts ‘ %&Rejected Pkts ‘ #Malformed Pkts | A, } M, ] |
BLooMmFuzz 1,459,515 341,858 923,468 TT% | 49%
L2Fuzz 926,768 511,070 585,616 45% 28%
BFuzz 2,002,862 1,457,943 99,745 27% 1%
BSS 1,202,518 908,986 389,763 24% 8%

[Measurement result of packet acceptance ratio and mutation efficiency]

! The packet acceptance | The mutation efficiency
o . #Rejected Packets o +#Malformed Packets
At =1 (#Total Sent Packets Me -\ #7Total Sent Packets % At
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5. Conclusion

5. Conclusion 12345

| Conclusion

BLOOMFUZZ is based on the Bluetooth v5.2 specification but can be used

with any Bluetooth version, as v5.2 includes all states from each version

Based on cluster, BLOOMFUZZ infers the state machine implemented

in the target device with high accuracy and enhances fuzzing efficiency

BLOOMFUZZ exhibited significantly higher fuzzing efficiency, reporting 2 vulnerabilities

in real-world Bluetooth devices

Computer & Communication Security Lab, Korea University 24



Q&A 12345

Thanks for your attention

« BLOOMFUZZ will be presented at the ESORICS 2024 conference

« BLOOMFUZZ source code repository is (https://github.com/pingjuu/BLOOMFEUZZ)

« BLOOMFUZZ will be available at (https://iotcube.net) as a part of B2FUZZ

Contact

« PyeongJu Ahn (pingjuu@korea.ac.kr)

« Computer & Communication Security Lab (https://ccs.korea.ac.kr)
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